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Internal Control in Automated Data Processing 
by MASON E . NOLAN 
Principal, Portland Office 
Presented before a joint meeting of the Portland Chapters of the National Machine 
Accountants Association and The Institute of Internal Auditors—December 1961 
AT O N E T I M E or another you have all read about someone opening his 
mail and finding a check for some gigantic, absurd amount. You 
may also recall reading a year or two ago about an executive of a 
large company who misused his expert knowledge of the company's 
punched-card procedures to misappropriate a quarter of a million 
dollars. Our newspapers have given wide publicity to a number of 
instances such as these where internal control over automated data 
processing failed to prevent substantial errors or defalcations. 
In view of this publicity it is not surprising that some members 
of management have occasionally felt uneasy about extensive mecha-
nization of their company's data-processing activities. Their appre-
hension may be likened to that of the passengers on the first electron-
ically controlled jet flight from Los Angeles to New York. Shortly 
after the seat-belt sign went off and the plane settled on its eastbound 
course a pleasant voice came over the speaker system: "Welcome to 
Flight 713! You have the pleasure of being the first to fly on a com-
pletely automated jet aircraft. There are no pilots aboard because all 
functions are under the unfailing control of an electronic computer. 
There is absolutely nothing to worry about.. . nothing to worry 
about.. . nothing to worry about...." 
I do not mean to imply that the use of a computer to fly a pas-
senger plane is analogous with the use of a computer to process 
business data. The jobs are quite different, as are the risks. I trust 
that all of you have sufficient familiarity with mechanical and elec-
tronic data processing not to be panicked by the possibility of equip-
ment malfunctions. You are not completely dependent on flawless 
functioning of gears, relays, tubes, and type bars; you rely on internal 
control to keep you out of trouble if the equipment fails. 
Reliance on a good system of internal control to prevent errors 
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and irregularities is reasonable and proper, notwithstanding the fact 
that substantial errors and defalcations have occurred from time to 
time in the offices of our contemporaries. We should, of course, learn 
what we can from their misfortunes. However, the cost of a system 
of internal control that guaranteed 100 per cent accuracy and reliability 
(if that were possible) would be prohibitive. In designing or im-
proving a system of internal control, always weigh the risks against 
the cost of risk avoidance. Never spend $100 to prevent the loss of 
$50. Don't overcontrol. 
I would like you to keep these admonitions in mind as I talk for 
a minute about what internal control is, and for the remainder of my 
time about ways of accomplishing internal control. 
I N T E R N A L CONTROL DEFINED 
Internal control can be defined most clearly in terms of what it 
does. According to widely accepted usage it is a system designed to: 
• Safeguard assets 
• Check the accuracy of accounting data 
• Promote efficiency 
• Encourage adherence to policies 
Protecting company assets against fraud or misuse is one of the 
primary functions of management. 
Accurate accounting data and reliable reports are important to 
every company. They become essential as a business grows and 
becomes more complex. 
A l l of the organization and administration of a business should 
be keyed to the promotion of efficiency through its system of internal 
control. Internal control wil l not be improved by excessively stringent 
requirements that impair efficiency. 
The system of internal control should encourage and stimulate 
adherence to the policies that have been established by management 
as guidelines for conduct of the business. 
ACCOMPLISHING I N T E R N A L CONTROL 
The general methods by which internal control may be accom-
plished are applicable to all businesses, whether the paperwork and 
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record-keeping activities are performed manually, mechanically, or 
electronically. Broadly classified they include: 
• Division of duties 
• Adequate personnel 
• Procedural measures 
I shall comment briefly on each category as it applies to all com-
panies and to all departments and then suggest specific measures for 
increasing internal control in relation to punched-card and electronic 
data-processing systems. 
DIVISION OF DUTIES 
The plan of organization and the assignment of duties to individ-
uals should be arranged to provide for a maximum separation of these 
functions: 
• Custodianship of assets 
• Authorization, operational, and review 
• Record-keeping and accounting 
Within each of these functions it is desirable that duties be assigned 
in such a way that the work of one person tends to check the accuracy 
and propriety of the work of another. 
The principal application of these rules to the mechanical data-
processing department is that these people should not have access 
to the more volatile assets of the company, nor should they perform 
authorization and review functions. 
A second important requirement for internal control in mechanical 
data processing, accomplished by a proper segregation of duties, is 
the maintenance of control data by persons outside the machine room. 
In smaller installations the "outside" control data may consist pri-
marily of control accounts in the general ledger, compiled independ-
ently of the punched-card records, against which the tab runs and 
reports wil l be compared. In larger installations a special control 
desk may be created, independent of the machine accounting depart-
ment, to control both input and output of the system. 
A discreet division of duties within the data-processing depart-
ment can promote internal control by the work of one person checking 
that of others. Key verifications by someone other than the key-
puncher is an obvious example. 
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ADEQUATE PERSONNEL 
No matter how carefully the lines of responsibility are drawn 
to secure internal control through the division of duties and regard-
less of what other steps are taken, good internal control cannot be 
accomplished without adequate personnel. 
In mechanical data processing, as in all departments, attention 
must be given to the employment and training of people capable of 
carrying out the prescribed procedures faithfully and intelligently. 
Intelligent performance of a job implies a knowledge of what the job 
is, why it is done a particular way, and its relationship to the total 
process. For example, think of the times you have seen E A M or E D P 
reports that were sprinkled with "garbage." I do not suggest that the 
data-processing department make a detailed audit of its reports, but 
it does seem desirable that every report be scanned intelligently to 
see that the format and contents make sense before releasing. 
The primary responsibility for adequacy of personnel in machine 
accounting must be assumed by the supervisor. He himself must be 
adequate for the job of supervision and training. He cannot fulfill 
his responsibility if he allows himself to become too involved in the 
actual processing of data and the day-to-day operating details. In 
the short run it may seem expedient for him to "pitch in and help" 
whenever the processing load gets heavy, but in the long run the 
entire installation wil l suffer by his having become more of a machine 
operator than a supervisor. 
PROCEDURAL MEASURES 
Procedural measures provide the means and prescribe the method 
of doing a job. Their effectiveness in promoting internal control in 
processing accounting data wil l be dependent on how skillfully they 
are designed and how diligently they are observed or executed. They 
include the use of: 
• A chart of accounts and accounting manual 
• Appropriate forms and records 
• Suitable processing procedures 
• A procedure manual 
• Internal auditing 
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Chart of Accounts and Accounting Manual 
The mechanical data-processing department generally has only 
a secondary interest in the chart of accounts and the accounting 
manual as internal control devices. They should in all cases, however, 
be familiar with the account numbering system and should provide 
consultation to the accounting department in connection with coding 
new accounts or revising the coding structure. Not all accountants are 
expert in the design of coding systems that function well on data-
processing equipment. 
Appropriate Forms and Records 
The data-processing department has a vital interest and respon-
sibility in the use of appropriate forms and records for recording 
transactions and processing data. Following are some suggestions for 
improving internal control by the use of appropriate forms and 
records: 
• Increase keypunching speed and accuracy by designing source 
documents to facilitate sequential abstraction of data to be 
keypunched. 
• Reduce manual writing errors by preprinting repetitive data on 
source documents. The laundry list is an application of this 
principle. 
• Reduce keypunching volume and errors by gangpunching repeti-
tive data into cards, either before or after keypunching, as 
appropriate in the situation. 
• Reduce data-processing volumes by periodic review and elimina-
tion of unnecessary forms, records, and reports. Once ini-
tiated they tend to be self-perpetuating long beyond their 
period of usefulness. 
• Guard against the omission of source documents by using seri-
ally prenumbered forms. 
• Never issue a report unless it is labeled with title, period or date, 
columnar headings, and other appropriate descriptive data. 
The more readable the report the better it wil l serve its 
control function. 
Suitable Processing Procedures 
Processing procedures comprise the flow of paperwork and all the 
specific steps that must be performed to accomplish the various data 
processing objectives. To promote internal control in mechanized 
systems, the processing flow and steps must be designed in such a way 
that they will provide reasonable assurance that: 
• Source documents are authentic 
• Source documents are complete and accurate 
• Source data is accurately transcribed to a machine-sensible 
medium 
• Processing within the machine system is accurate and proper 
Processing procedures should require appropriate independent 
authorization, approval, and review of source documents as a safe-
guard against the introduction of spurious documents. 
Control procedures should be established to insure that all source 
documents get to the data-processing center. Batch or control totals, 
document counts, and serially numbered forms are commonly used 
for this purpose. 
Accuracy of source documents is a most important but difficult 
aspect of automated data processing. In manual systems people con-
tinuously review and edit data as it progresses through the various 
stages of processing, whereas automated data processing is character-
ized by a minimum of human intervention. It is accordingly important 
that responsibility for the accuracy of source documents be defined 
and properly discharged. The originator should bear the primary re-
sponsibility, but in most situations it is desirable to provide for check-
ing, approval, and review by one or more persons prior to acceptance 
of the source data into the automated system. Errors detected at 
this stage can usually be corrected with a minimum of effort. 
Despite all reasonable efforts to insure the accuracy of source data 
some errors will be present. Certain coding errors wil l be detected 
in the early stages of processing on tabulating equipment because the 
code numbers don't match any of those in the master file. Beyond 
this, practical opportunities for checking the accuracy of source data 
are rather limited in processing on conventional tabulating equip-
ment. However, if processing is performed on a computer a variety 
of tests for validity or reasonableness of input data will generally be 
practical, and should be provided for in the computer program. The 
number and range of such tests will be limited by: 
• The ability of the system designer to define explicitly the pattern 
and characteristics of acceptable data 
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• The "memory" capacity of the computer available for storage 
of the required additional instructions 
• The desire of the system designed not to increase unduly the 
computer running time required to process the job 
The last-mentioned limitation will often be of little or no sig-
nificance. Total processing time is determined by the slowest of the 
input, central processing, and output units. In many applications total 
running time will be a function of input or output speeds, so additional 
programmed checks may be made in the central processor without 
any increase in running time. Even if running time is increased some-
what it may be a cheap price to pay for the avoidance of certain types 
of errors in the output. 
The accuracy of transcribing source data into machine-sensible 
media, generally punched cards, should be verified to the extent desir-
able by the use of "self-checking digits," key verification, balancing 
to predetermined totals, sight-checking, or other appropriate methods. 
The degree of transcription accuracy sought, and therefore the verifica-
tion methods, should be correlated with the nature of the data and 
the use to which it wil l be put. 
Procedures to control processing within the machine system, 
whether tabulating or electronic, might well be the subject of an 
entire talk. I shall only touch briefly on a few matters to consider 
in designing machine operating procedures to accomplish internal 
control: 
Reliability of equipment. Built-in error detection devices, as well as 
inherent weaknesses of the equipment, must be determined and 
evaluated to provide a basis for designing appropriate process-
ing procedures. Computers generally have a high degree of 
reliability. They are more capable of detecting their own 
occasional errors than tabulating equipment, but special proc-
essing steps wil l be required to insure proper follow-up and 
remedial action when errors are detected. 
Use of control data. Accuracy and propriety of punched-card or 
computer processing may be checked in certain respects by 
manual comparisons of batch totals, control totals, hash totals, 
record counts, and card counts, both during and at the conclu-
sion of processing. 
Programmed tests. In electronic installations the computer may be 
programmed to make many valuable checks on the processing 
operation. Among these are automatic comparisons of control 
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data (control totals, record counts, etc.), reasonableness checks 
on results of calculations, crossfootings of data, and checks 
to determine that each tape reel is mounted on the proper tape-
drive unit. The program might also be designed to check 
whether all instructions were read into storage before process-
ing commences. 
Protection of records. Processing procedures should protect against 
inadvertent destruction of records, particularly when main-
tained in the form of magnetic bits of tapes, discs, drums, or 
similar storage device. Provision should be made for the re-
construction of important records by retaining one or more 
"generations" of magnetic tape (from which updated records 
were prepared) or by periodic reproduction of the magnetic 
files. 
Procedure Manual 
The use of a procedure manual to explain the forms and records, 
and to describe precisely what processing steps are to be performed and 
how, enhances internal control in any data-processing activity. As 
data processing becomes more highly mechanized and complex, the 
need for written instructions and documentation of the system in-
creases. 
In both tabulating and electronic data processing it is desirable 
to maintain manuals or other appropriate records describing each job 
in full detail. A minimum requirement is an operator's manual speci-
fying the sequence of machine operations, control panels to be used, 
machine switch settings, card layouts, source and disposition of cards 
or tapes, steps to be followed after programmed stops, and all other 
information an operator might need to perform each job properly. 
Reliance should not be placed on oral instructions to the operators. 
Every computer application should be documented by up-to-date 
flow charts and program listings, with the flow charts or block dia-
grams adequately keyed by references to the program. Depending on 
the equipment in use and the nature of the job it may also be necessary 
to maintain records showing available storage positions, wiring dia-
grams, tape layouts, explanations of codes used, and the content of 
stored tables. 
If any of you question the need for thorough, logical documenta-
tion of an electronic data-processing system, ask an experienced pro-
grammer whether he would have any difficulty modifying one of his 
programs to reflect a change in accounting practice without referring 
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to his block diagrams and related records. Then consider what prob-
lems might be encountered if the author of the program were no longer 
with your company. I think you would conclude not only that docu-
mentation is essential, but that safeguards should be established to 
prevent loss or destruction of the documentation. 
Internal Auditing 
Internal auditing has a direct and important relationship to all 
the other methods and procedures used to promote internal control. 
The relationship is expressed in the following excerpt from a State-
ment of the Responsibilities of the Internal Auditor issued by The 
Institute of Internal Auditors: 
Internal auditing is the independent appraisal activity within an 
organization for the review of the accounting, financial, and 
other operations as a basis for protective and constructive 
service to management. It is a type of control which functions 
by measuring and evaluating the effectiveness of other types of 
control. 
Paraphrased, internal auditing plus other types of control equals 
internal control. It is evident from these definitions that a compre-
hensive program of internal audit, executed with imagination and 
judgment, can contribute most significantly to the realization of good 
internal control. 
I should like to make one comment on the phrase "protective and 
constructive service to management" in the foregoing quotation. I 
think that internal auditors (and independent auditors as well) have 
too often approached their jobs with a mental -attitude that empha-
sized "protective service" rather than "constructive service." The 
stature of auditors in the years ahead will be dependent on their will-
ingness and ability to render constructive services, oriented to profit 
improvement, in addition to the traditional "protective" services. 
Let's now consider internal auditing in relation to punched-card 
or electronic data-processing systems. The Statement of the Respon-
sibilities of the Internal Auditor describes certain functions the internal 
auditor will perform in fulfilling his responsibilities to management. 
These include: 
• Ascertaining the degree of reliability of the accounting and 
statistical data developed within the organization 
• Ascertaining the extent to which company assets are properly 
accounted for and safeguarded from losses of all kinds 
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• Ascertaining the extent of compliance with established policies, 
plans, and procedures 
• Reviewing and appraising the internal records and procedures 
of the organization in terms of their adequacy and effective-
ness 
I submit a challenge to you who are internal auditors. Presuming 
your company's principal data-processing activities are performed on 
punched-card or electronic equipment, it is possible for you to ful-
fill your responsibilities without having at least a thorough familiarity 
with the operating characteristics of the equipment in use? Addi-
tionally, can you fulfill your responsibilities without acquiring intimate 
knowledge of the operating procedures within the mechanized system? 
I think not. 
Personal experiences as well as published observations of others 
lead me to believe that auditors have frequently audited around the 
mechanical data-processing department rather than through it. Most 
people try to avoid involvement in areas outside the scope of their 
knowledge and competence. I think this is a more truthful explanation 
of why many auditors have skirted the mechanical data processing 
department than the reason asserted by some, which goes something 
like this: "If there are satisfactory controls over input, and audit 
trails between source documents and hard-copy output, I don't need 
to know what's going on in mechanical data processing." Such an 
attitude is obviously incompatible with the auditor's responsibility for 
"Reviewing and appraising the internal records and procedures of the 
organization in terms of their adequacy and effectiveness." 
I remember hearing of a young C P A reviewing a recently com-
pleted audit with his supervisor. The supervisor inquired whether the 
company had any serious difficulties transferring payroll processing 
from tabulating equipment to their computer. The young C P A replied 
that he was not aware of any such change; the time cards, payroll 
registers, and checks looked the same as in previous years. He was 
rather chagrined to learn for the first time from his supervisor that 
such a change in processing had occurred during the past year. This 
may be a good example of "auditing around" mechanical data proc-
essing. 
It seems clear to me that auditors must become more expert in the 
concepts and applications of automated data processing equipment 
in the future. 
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CONCLUSION 
Machine accountants and internal auditors are entering a period 
of exceptional opportunity for constructive service to their companies. 
Their contributions and rewards wil l depend largely on how well they 
prepare themselves. Machine accountants may take a step in this 
direction by becoming more familiar with the elements of internal 
control; internal auditors may take a step in this direction by becoming 
more familiar with the elements of automated data processing. 
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